Shibboleth|

HERECAMP2014@NII
2014/5/30(Fri)

] 9%$mb‘—m‘§)\®7‘;&)o)

FRKE W*

%"j? YR

](‘-.N 'u" ".1-.'\. A

X7 A~

Hhth



http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html

HEXDODAR GERAY

ERRFEHRESRAMEIEIZDINT
ShibbolethMEREE A XIZDULVT
Shibboleth(ZH T4 Z BRI HTE A
FFELI-"FRELA X E#R?vb 4~ NOHJ:
FEH-SEDFTE


http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html

XCOHIC PERAF

c ®RKETIH,. INETREE-BENHIZILTEEERLTLV:
FERARATLDEESIED—IR

-

« BRREMETIMEBEZREE
Kanazawa University Single Sign On (KU-SSO)

— ShibbolethZ#£
o EREEY—/\:Identity Provider (IdP) Z{& L
o [F#R AT L :Service Provider (SP) 1t
SV AUFY GRED B LUEMHE (FBA) #XI1R

— ER22FE3IA LRI ERERIE
— 30l EDEFERNEEHRS AT L% Shibboleth SP{L

2014/5/30 (Fri) A CAMP2014@NI|


http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html

KU-SSOM IHIK GERAY

« KU-SSOMDSP#E¥
— BRIPPFLR = £T7 7 R%EHA
— PHPTRLR = 7 UEREHFAL TLVELSPA SLIFTE (FWTHEER)

o Bl BEBRMAL S BEAN. PERTRIELRATL BE
(5 FIDNSIZ BB A=, R—F LD HEUBETR—THED
MYERAIERD )

— EHANSTIERTBEOHIZIIVPNEFIHTLINE
o VPNISATURIITRDOSIZELTEZ G H-UT B
(OSDIN—230 Ty T TEZ G- 1=UT 3)
e 1L FEH A —HIZEOTIEVPNZFDEDNHEENSNCEE

= BEMICERRZPICEICENDEMICHBGTHE ANFE., HIRE
PoDTIEAFENENHAISHLTHAEZRENTNS

VPNZFIFALLGCTEH., TRTOSPEERKEND S THF| AR REL
IREBEFEHELLY

2014/5/30 (Fri) PERECAMP2014@NII


http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html

VPNTELIZEN DD T IV ER%E PN
ERIHFH-HIZIE? T KB

« ZNLDSPHVPNELELT HER
— AEFEDEEEA KM Username/PasswordZBEEFZIT TERASN TLNVS L
MAREL
— DRATL(SP) BEBE (LN EAREICEA TN

— Username/PasswordiRsE DX HOYIZZERFZEEIZYIYEZ., £Fa)

-

T4% M E

ETHDSPHVPNEFIAT AL LIZFIHATERIRRIZHBITTES

2014/5/30 (Fri) A CAMP2014@NI|


http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html

g% S BYRF
I:I:L.\ ¥ KANAZAWA

¢ 9g$munE&'i?

SHE
At @

 FIFABAARANTHAINEOINEZIEZT HIEE
— REAR

o« RALMNRNGAELVENEIZ K> TEEEE (What You Know)
— Password, #Z D ERMLE
XENFET= 1 TITHER - RRIEEDURIMAF LY

o« RALDFEFOTULVERULFTE Y TEREE (What You Have)
— ICh—F . RAX—,D#+ 1 E

o RANDAEKRIFE K> TEREE (What You Are)

— 5L, FRAR. B TEE UNAHAARY O R)
XKEBZADFNENIRIEH D

— ygimu
o FRETEFEDFRGIARDOE . 215U LZ W E LT HERE
— Bl 1Ich—F (FrEH) &PIN (X05E)

2014/5/30 (Fri) S ERECAMP2014@NII


http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html

Shibboleth|Z# [TAHEREE AKX GERAT

 ShibbolethlZEHITHEEIED

1. A—HYHSPIZ7HER

2. SPIXIAPIZH L CEREEARFIEE
(Authentication Context Class& L TSAML7Z Y — 3> RIZEE )

3. IdPIZBEBIZEZRSINTULVSHEREEA A (Login Handler) hvio, SPHMVG
FEESNT-FZREE A K ZER
4, A—F(XIdPHBIRRINT=FRAZ1TD

5. EREERKTNEE . IdPOLSPICXR L TA—MNE DRI AKX TITo=h

ZSPIZ1@ %0
(Authentication Context Class&E L TSAML 7B —3 3> NIZEE k)


http://www.kanazawa-u.ac.jp/index.html
http://www.kanazawa-u.ac.jp/index.html
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(Username/Password &3 &E D 51)

« Username/password login handlerZ #I| F

« SPDERTE
— EREE AR DFETE (Authentication Context ClassD g E )
INATJ—REREE(E “urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport”

shibboleth2.xml

' <Sessionlnitiator type="Chaining" Location="/Login" isDefault="true" id="Intranet"
authnContextClassRef="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport"
relayState="cookie" entitylD="https://IdPserver/idp/shibboleth">
<Sessionlnitiator type="SAML2" acsindex="1" template="bindingTemplate.html"/>
<Sessionlnitiator type="Shib1" acsindex="5"/>
</Sessionlnitiator>

' <Location /secure>

AuthType shibboleth

i ShibCompatWith24 On

ShibRequestSetting requireSession 1

i ShibRequestSetting authnContextClassRef urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
' require shib-session

' </Location>
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— G EIX. “urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport”

handler.xml

<ph:LoginHandler xsi:type="ph:UsernamePassword"
jaasConfigurationLocation="file:///opt/shibboleth-idp/conf/login.config">

<ph:AuthenticationMethod>
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

</ph:AuthenticationMethod>
</ph:LoginHandler>

AuthenticationEngine AAuthenticationMethod 38 7E &#417-LoginHandlerZ &R

« BIRENI-LoginHandlerH FRRELEEZ E T
. SPALDIEEAEMER X/ \RT—RBEMRT I+ LA TTPNS
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* IP address login handlerZ{# FH

< FE Tlogin HandlerZzf#&i 9 5
=ODSZER !

« SPDHTE
— “urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol”’ Ztz*v
« IdPDERTE

— handlerxmlZLL T ZEEk

<ph:LoginHandler xsi:type="ph:IPAddress" username="test" defaultDeny="true">!
<ph:AuthenticationMethod> !
urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol
</ph:AuthenticationMethod>
<ph:IPEntry>192.168.0.0/24</ph:IPEntry>
</ph:LoginHandler>

_______________________________________________________________________________________________

IP7RL AHY192.168.0.0/240D 1—H [T "test”ELTAT A EN B
(FDMDIPHISIET I ERATELLY)
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— https://wiki.shibboleth.net/confluence/display/SHIB2/IdPUserAuthn
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1. Remote User Login Handler
REMOTE_USERIRIZZHICIDEANSZEMNAIBELGEREIREDHZE (CFI AT EE

f51) Apache BasiciBglE. 774 7 FEBAEEE
* https://wiki.shibboleth.net/confluence/display/SHIB2/IdPAuthRemoteUser
* https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageld=12158431

2. External Authentication Login Handler
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Enter your PIN
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« FREEA X DIEE (Authentication Context ClassD 5 7E)
f51) urn:mace:gakunin.jp:idprivacy:ac:classes:Sample

— SPDERTE
o Bt @D KSIZAuthentication Context ClassZIdPIZiE{E

— IdPDERTE
1. handler.xml[ZExternal Authentication Login Handler® 1B
2. Handler g LT=PathZMEU 9 (Filter or Servlet or JSP)
3. 20707 S LN EREREIEFUHT
4. RINt& . AuthenticationEnginelZIDZ IR

tiQrM Shibboleth X it 75 3% M £ #
https://meatwiki.nii.ac.jp/confluence/display/tiqgr/Home
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 SPDERTE
— EREE AR DIETE (Authentication Context ClassD¥gE)
“ urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract " Ztz*vk

shibboleth2.xml

<Sessionlnitiator type="Chaining" Location="/DS" isDefault="true" id="tigrshiblogin"
authnContextClassRef="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract">

<Sessionlnitiator type="SAML2" template="bindingTemplate.html"/>

<Sessionlnitiator type="Shib1"/>
<SessionlInitiator type="SAMLDS" URL="https://DS SERVER/ds/WAYF" />

' </Sessionlnitiator>

__________________________________________________________________________________________________________________________________
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tiQrdShibboleth% itx (2) L RSN

« IdPDEXRTE
1. handler.xmllZExternal Authentication Login Handler® 1Bl

handler.xml

<ph:LoginHandler xsi:type="ph:ExternalAuthn"
externalAuthnPath="/Authn/TiqrShib" >

<ph:AuthenticationMethod>
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract
</ph:AuthenticationMethod>
</ph:LoginHandler>

2. HandlerCIEE L=PathZMEUNH 9 (Filter)

https://IDP_SERVER/idp/Authn/TigrShib MFEUH S5
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tiQrd ShibbolethXT ity (3) GERAY

e IdPDERTE
3. 2070 S LN EREREEETFUH T

/TOMCAT HOME/webapps/idp/WEB-INF/web.xml

<servlet>
<servlet-name>TiqrShibAuthHandler</servlet-name>
<servlet-class>tigrshibAuthn</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>TiqrShibAuthHandler</servlet-name>
<url-pattern>/Authn/TiqrShib</url-pattern>
</servlet-mapping>

¢ /TOMCAT_HOME/webapps/idp/WEB-INF/classes/ [ZtigrshibAuthn.classZEC &
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tiQrd Shibboleth 3T it (4) RNT

tigrshibAuthn.java

import javax.servlet.*;

import javax.servlet.http.*;

import edu.internet2.middleware.shibboleth.idp.authn.AuthenticationEngine;
import edu.internet2.middleware.shibboleth.idp.authn.LoginHandler;

public class tigrshibAuthn extends HttpServlet {
protected void service(HttpServletRequest request, HttpServletResponse response) throws ServletException,
IOException {

/¥ iQraR EEF AR5 (EtiQrd Cookieh g 5 */
if(tiQriR 5E & & Cookie AV LY) {

tQrEBEEIZUF A LOR 5
} 4. BT . AuthenticationEnginel ZALIE% IR §
if(tiQriR 5 % #Cookieh 8 B) ~ '

request.setAttribute(LoginHandler.PRINCIPAL_NAME_KEY, “tiQriB sERFIZ{E>7=ID");
AuthenticationEngine.returnToAuthenticationEngine(request, response);

) SPRINCIPAL_NAME_KEY ({iE: principal_name) Z#/@14 % . SREECEAL-IDZEELLT
""""""""""" setAttribute A wKRIZtEYbL., returnToAuthenticationEngine ** YR ZFEEUNH o

HSLEREREE D Shibbolethxd it (L A5 S A B 1
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REMTIEZL
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|Ex5.‘... <7 - :
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Please scan the QR code below by TiQr application in vour smartphone.

Log in to FRAF (sp6)

—
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